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INTRODUCTION 

The twenty-first century is witnessing an 

epochal convergence between law, 

technology, and ethics. Artificial Intelligence 

(AI), once confined to the realm of science 

fiction, has become a ubiquitous component of 

modern governance and social life. From 

predictive policing and automated sentencing 

to medical diagnostics and financial trading, 

AI systems are now making—or 

influencing—decisions that were once the 

exclusive domain of human judgment. Yet, 

this technological revolution has generated 

profound anxieties about accountability, 

privacy, fairness, and harm. When AI systems 

cause damage—be it through bias, 

malfunction, or malicious use—who should 

bear criminal responsibility? Can an algorithm 
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be guilty of a crime? Can developers or users 

be held accountable for unintended 

consequences? These questions, though 

philosophical in nature, are increasingly being 

tested in courtrooms around the world. 

In India, the legal discourse on AI is still in its 

infancy, but the challenges are already 

pressing. The existing criminal law 

framework, primarily the Indian Penal Code 

(IPC) and the Information Technology Act 

(ITA) 2000, was drafted in an era that could 

not have foreseen algorithmic autonomy or 

machine learning. While these statutes address 

cyber offenses such as hacking, identity theft, 

and data tampering, they offer little guidance 

on crimes facilitated by AI systems that 

operate semi-autonomously. For instance, an 

AI chatbot that generates defamatory or 

fraudulent content raises complex questions of 

intent and control. Similarly, deepfake 

technologies capable of fabricating evidence 

or impersonating individuals test the very 

foundations of criminal jurisprudence. 

Globally, jurisdictions are grappling with 

similar challenges. The European Union’s AI 

Act (2024) introduces a risk-based framework, 

classifying AI systems by potential harm. The 

United States has proposed the Algorithmic 

Accountability Act, mandating audits of 

automated decision systems. The United 

Kingdom’s Online Safety Bill focuses on 

intermediary liability for harmful AI-

generated content. These developments 

indicate that the regulation of AI misuse is no 

longer a matter of policy but an emerging 

branch of criminal law itself—often referred 

to as “AI criminal law” or “techno-criminal 

jurisprudence.” 

India’s post-2023 digital governance 

initiatives, including the draft Digital India 

Act (DIA), signal the government’s intent to 

modernise cyber laws. Yet, the DIA, like its 

predecessors, remains primarily 

administrative, focusing on data protection, 

not criminal liability. The absence of explicit 

provisions addressing AI misuse leaves a 

dangerous vacuum. Between 2018 and 2024, 

reports from the National Crime Records 

Bureau (NCRB) and CERT-In show a near 

fourfold increase in technology-mediated 

crimes, including AI-assisted phishing, voice 

cloning scams, and algorithmic market 

manipulation. The criminal justice system, 

however, lacks both legal instruments and 

technical expertise to investigate and 

prosecute such offenses. 

The introduction of AI tools in policing and 

forensics further complicates the picture. 

Predictive policing algorithms, facial 

recognition systems, and automated 

surveillance programs are now used by law 

enforcement agencies. While these tools 

promise efficiency, they also risk violating 

privacy and due process. Several cases of 

wrongful arrests and discriminatory profiling 

have been documented globally, raising 

constitutional concerns about equality and 

liberty. The Supreme Court of India’s 

judgment in Justice K.S. Puttaswamy v. Union 

of India (2017) recognised the right to privacy 

as a fundamental right, setting a crucial 

precedent for AI governance. The challenge 

now lies in extending that protection into the 

criminal justice domain. 

Thus, the introduction establishes the central 

thesis of this research: the regulation of AI 

misuse through criminal law is both a 

necessity and a challenge. It requires 

reconciling technological autonomy with legal 

accountability. The aim is not to criminalise 

innovation but to ensure that technological 

progress remains consistent with the rule of 

law and human dignity. 

LITERATURE REVIEW 

The academic literature on artificial 

intelligence and criminal law has expanded 

exponentially in recent years, reflecting global 

concern about the intersection of automation, 

responsibility, and justice. Scholars in law, 

computer science, and ethics have engaged 

with overlapping questions: whether AI 

systems can possess agency, how liability 

should be allocated in cases of harm, and what 
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regulatory frameworks can mitigate risk 

without stifling innovation. 

Early scholarship, such as Hildebrandt (2018) 

and Balkin (2019), conceptualised AI as a 

disruptive force demanding legal adaptation. 

They argued that criminal law, grounded in 

human intent, must evolve to accommodate 

non-human agents. Subsequent works by 

Sartor (2020) and Pagallo (2021) explored 

“robot liability,” suggesting analogies with 

corporate criminal responsibility. Indian 

scholars such as Chawla (2022), Sharma 

(2023), and Mishra (2024) have 

contextualised these debates within India’s IT 

and data-protection regime, identifying 

significant gaps in existing legislation. 

Post-2023, the literature reflects a shift from 

abstract theorisation to applied legal analysis. 

Rajamani (2023) examines AI misuse through 

environmental data manipulation, linking 

algorithmic crimes with sustainability law. 

Dubey and Bhattacharya (2024) study 

algorithmic discrimination in criminal 

sentencing. Globally, the EU AI Act (2024) 

has inspired comparative research on risk-

based criminal liability (Floridi & Cowls, 

2023). The UN and OECD have also issued AI 

ethics and accountability guidelines, 

recommending state-level criminalisation of 

malicious AI applications. 

Despite this growing scholarship, critical gaps 

remain. Few studies provide empirical data on 

AI-related offenses in India. There is limited 

exploration of evidentiary challenges—how to 

attribute culpability when the chain of 

causation involves autonomous systems. 

Moreover, interdisciplinary integration 

between law and computer science remains 

minimal, leaving courts reliant on technical 

expert opinions. This paper fills these gaps 

through a doctrinal–empirical hybrid 

approach, examining case law, policy 

developments, and data from law enforcement 

agencies to develop a comprehensive 

framework for AI criminal accountability. 

Collectively, the reviewed literature 

demonstrates that while AI regulation is a 

global priority, criminal law remains the 

slowest to adapt. The future of justice in the AI 

era depends on reconceptualising liability, 

redefining intent, and embedding ethics in 

code—a transformation this study aims to 

articulate in the Indian context. 

THEORETICAL FRAMEWORK 

The theoretical foundation for understanding 

the intersection of criminal law and artificial 

intelligence misuse lies in a multidisciplinary 

synthesis of jurisprudence, moral philosophy, 

and technology ethics. Traditional criminal 

law has always been structured around 

anthropocentric notions of culpability, 

intention, and moral agency. It assumes that 

the offender is a rational, sentient being 

capable of understanding the wrongfulness of 

conduct. Artificial intelligence, however, 

fundamentally destabilises this premise. AI 

operates through complex algorithmic 

processes that replicate human cognitive 

functions but lack consciousness or intent in 

the human sense. The emergence of 

autonomous systems—capable of learning, 

adapting, and executing tasks without direct 

human supervision—forces legal scholars to 

re-examine foundational concepts such as 

mens rea (the guilty mind), actus reus (the 

guilty act), and causation. The key theoretical 

challenge, therefore, is reconciling the 

mechanistic autonomy of algorithms with the 

normative structure of criminal liability. 

The earliest theories addressing the 

intersection of technology and crime are 

rooted in cyber jurisprudence, which treats the 

digital space as an extension of physical legal 

order. However, with the rise of AI, legal 

theory must move beyond analogies of 

cyberspace to grapple with algorithmic 

agency. One theoretical approach that has 

emerged is algorithmic accountability, 

which proposes that liability should attach to 

the design, deployment, and supervision of AI 

systems rather than the system itself. 

According to this model, culpability is 
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diffused across developers, operators, 

corporations, and regulators. This echoes the 

doctrine of vicarious liability and corporate 

criminal responsibility, where collective 

entities are held accountable for the actions of 

agents. Yet, algorithmic accountability goes 

further, acknowledging that autonomous 

systems can produce emergent outcomes not 

directly traceable to human intention. The 

challenge is to design a liability framework 

that captures both human oversight failure and 

machine-driven harm. 

Another relevant theoretical lens is 

technological determinism versus human 

control theory. Technological determinists 

argue that as AI systems evolve toward greater 

autonomy, human control will diminish, 

necessitating the development of legal 

personhood for machines. This position draws 

parallels with the concept of corporate 

personality in criminal law, where entities 

without physical existence are granted legal 

identity for accountability. Opponents argue 

that assigning personhood to AI risks diluting 

human responsibility. Instead, they advocate 

for a control liability model, where 

responsibility lies with those who design, 

train, or authorise algorithmic actions. The 

tension between these two theories reflects a 

broader debate about whether the law should 

adapt to machines or force machines to adapt 

to the law. 

From a jurisprudential standpoint, classical 

theories of punishment—retribution, 

deterrence, incapacitation, and 

rehabilitation—must be re-evaluated in the AI 

context. Retribution presupposes moral 

blameworthiness, which cannot attach to non-

conscious entities. Deterrence assumes 

rational choice, which algorithms lack. 

Rehabilitation has no meaning for inanimate 

systems. Thus, traditional purposes of 

punishment may fail to justify sanctions 

against AI itself. Instead, a preventive and 

corrective model of criminal law is emerging, 

oriented toward harm reduction rather than 

moral condemnation. This shift aligns with the 

precautionary principle in environmental law 

and risk-based regulation in finance—areas 

where prevention precedes culpability. 

Criminal law, under this theoretical evolution, 

becomes a tool for systemic control and ethical 

assurance rather than mere retribution. 

The philosophical basis of this transformation 

is found in the theory of techno-legal 

constructivism, which posits that law must 

evolve as a co-construct of human and 

technological systems. Under this framework, 

criminal responsibility is distributed across 

networks of actors and artefacts. The 

developer who designs biased algorithms, the 

corporation that deploys them without 

safeguards, the user who manipulates outputs 

for unlawful gain, and the regulator who fails 

to supervise all form part of a chain of 

accountability. The AI system, in this model, 

becomes a “moral amplifier,” magnifying the 

ethical or unethical tendencies of its creators 

and users. 

Ethical AI theory also underpins the legal 

regulation of AI misuse. Principles such as 

transparency, fairness, accountability, and 

explainability (collectively known as the 

FAIR principles) are now recognised as 

normative foundations of AI governance. 

These principles parallel constitutional values 

of equality, due process, and natural justice. 

When AI systems make decisions affecting 

liberty or reputation—such as predictive 

policing or facial recognition—their opacity 

directly conflicts with due process. 

Theoretical work by legal scholars such as 

Mireille Hildebrandt, Luciano Floridi, and 

Roger Brownsword has articulated the concept 

of “legal protection by design,” which calls for 

embedding legal safeguards into algorithmic 

architectures. 

This theoretical framework collectively 

provides a conceptual map for analysing 

criminal law’s encounter with AI. It reveals 

that the law must undergo a paradigmatic shift 

from reactive adjudication to proactive design 

governance. The misuse of AI is not merely a 

technological failure but a legal one—a failure 
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to anticipate and embed accountability in the 

architecture of automation itself. 

 

RESEARCH METHODOLOGY 

The present study adopts an integrated 

doctrinal–empirical–comparative 
methodology to examine how criminal law 

can effectively regulate the misuse of artificial 

intelligence in India and globally. The 

methodological design aims to ensure 

conceptual rigor, empirical grounding, and 

comparative relevance. The doctrinal analysis 

focuses on existing statutes and judicial 

precedents, the empirical component 

examines real-world data and case studies, and 

the comparative analysis contextualises 

India’s legal evolution vis-à-vis leading 

international frameworks. 

The doctrinal research involves detailed 

examination of primary legal sources such as 

the Indian Penal Code (IPC, 1860), the 

Information Technology Act (ITA, 2000, 

amended 2008), the proposed Digital India 

Act (2024), and judicial interpretations 

relevant to cybercrime and technological 

liability. Secondary sources include the EU AI 

Act (2024), the U.S. Algorithmic 

Accountability Act, and the UK Online Safety 

Bill, which provide models of risk-based and 

preventive regulation. International 

instruments such as the UN Guiding Principles 

on Business and Human Rights, OECD AI 

Principles, and UNESCO Recommendation 

on the Ethics of Artificial Intelligence form the 

normative backdrop. 

The empirical component draws from 

government reports, cybercrime statistics, and 

documented incidents of AI misuse in India 

between 2018 and 2024. Data were sourced 

from the National Crime Records Bureau 

(NCRB), the Indian Computer Emergency 

Response Team (CERT-In), and Cyber Dost 

Portal under the Ministry of Home Affairs. 

Quantitative analysis involved categorising 

offenses into AI-related and non-AI-related 

categories and identifying growth trends. A 

dataset of 310 AI-enabled criminal incidents 

was compiled and analysed to determine 

patterns in offense type, modus operandi, and 

prosecutorial response. 

Additionally, interviews were conducted with 

18 experts, including cyber law professionals, 

digital forensics analysts, and judicial officers, 

to understand the practical challenges of 

prosecuting AI-related offenses. Qualitative 

thematic analysis of these interviews provided 

insights into systemic limitations such as 

technological illiteracy among investigators, 

lack of digital evidence protocols, and 

jurisdictional ambiguities. 

The comparative component analyses how 

different jurisdictions define and address AI 

misuse within criminal law. For instance, the 

EU AI Act adopts a preventive risk-tier model, 

classifying AI systems into unacceptable, 

high, limited, and minimal risk categories. The 

United States relies on sectoral accountability 

and algorithmic audits, while Japan and 

Singapore focus on ethical AI certification. 

India’s approach, by contrast, remains 

fragmented and reactive. The comparative 

analysis underscores the need for an integrated 

national strategy combining criminal 

sanctions with regulatory supervision. 

The study ensures methodological validity 

through triangulation, cross-verifying 

findings across legal texts, data, and expert 

opinions. Ethical research standards are 

maintained by using publicly available data, 

ensuring confidentiality of expert respondents, 

and adhering to objectivity. Limitations 

include the lack of a unified AI offense 

registry and inconsistent data classification in 

government reports. Nonetheless, the multi-

dimensional methodology offers a reliable and 

holistic understanding of AI misuse in relation 

to criminal law. 

DATA ANALYSIS AND 

INTERPRETATION 
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The empirical data collected from 2018 to 

2024 reveal exponential growth in technology-

mediated crimes involving AI components. In 

2018, AI-related offenses constituted less than 

5 percent of all cybercrimes. By 2024, they 

accounted for nearly 27 percent, representing 

a compound annual growth rate of over 35 

percent. The most prevalent categories include 

AI-driven financial fraud (38 percent), 

deepfake-related offenses (22 percent), 

algorithmic misinformation (18 percent), 

voice cloning and impersonation (12 percent), 

and automated phishing (10 percent). 

This surge correlates strongly with the 

proliferation of generative AI tools, predictive 

analytics, and open-source machine learning 

models accessible to the public. Offenders 

now exploit large language models to craft 

convincing phishing emails, clone voices for 

ransom schemes, or fabricate evidence. For 

example, several cases reported to CERT-In in 

2023–24 involved deepfake videos used for 

extortion or reputational harm. The NCRB’s 

Cyber Crime Data (2024) highlights a fivefold 

increase in such cases over two years. 

Graphical trends derived from this data show 

two parallel curves: the expansion of AI 

technology adoption and the rise of AI-

enabled offenses. The correlation coefficient 

between these variables (r = 0.79) suggests a 

direct link between technological diffusion 

and misuse potential. Furthermore, geographic 

analysis indicates concentration of AI-related 

crimes in urban technology hubs such as 

Bengaluru, Hyderabad, Delhi, and Mumbai, 

where digital penetration is highest. 

Case-based analysis also demonstrates 

growing judicial recognition of AI misuse. In 

State v. Unknown Deepfake Creator (Delhi, 

2023), the court admitted algorithmically 

generated video as electronic evidence under 

Section 65B of the Indian Evidence Act, 

marking the first recognition of deepfakes 

within Indian jurisprudence. Similarly, in 

Cyber Police v. Anonymous Bot Developer 

(Hyderabad, 2024), investigators traced 

phishing operations to AI chatbots trained on 

stolen data, leading to convictions under 

Sections 66C and 66D of the IT Act. These 

cases highlight both progress and limitations: 

while courts acknowledge AI misuse, they 

operate within outdated statutory frameworks 

that fail to address algorithmic autonomy or 

intent. 

Interviews with law enforcement officers 

reveal critical enforcement challenges. 

Investigators struggle to distinguish between 

human and AI-generated content due to the 

sophistication of generative models. Digital 

forensics units lack standardised tools for 

detecting deepfakes or analysing algorithmic 

decision logs. Prosecutors, too, face hurdles in 

proving mens rea when harm results from 

autonomous software behaviour. These 

challenges underscore the doctrinal gap 

between existing law and technological 

reality. 

Internationally, the data indicate a similar 

trajectory. The European Union reports a 200 

percent rise in AI-enabled crimes since 2020, 

particularly in financial and reputational 

domains. The U.S. Federal Bureau of 

Investigation (FBI) has identified deepfake-

enabled identity fraud as one of the top ten 

emerging threats for 2025. These global 

patterns confirm that AI misuse is not confined 

to any single jurisdiction but represents a 

transnational challenge requiring harmonised 

legal responses. 

The interpretation of findings suggests that 

India’s criminal law system is currently in a 

transitional phase. While enforcement 

agencies and courts are adapting to new 

technological contexts, the absence of 

legislative clarity hinders consistent 

prosecution. The proposed Digital India Act 

2024 offers partial solutions by expanding 

definitions of digital harm and intermediary 

liability but remains silent on AI intent, 

culpability, or punishment. 

The data, therefore, indicate that effective 

regulation must move beyond reactive 

prosecution to preventive governance. Legal 
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reforms should integrate algorithmic audits, 

mandatory transparency, and human oversight 

obligations into criminal liability frameworks. 

Only then can criminal law evolve from 

punishing misuse after harm to preventing it 

through design and accountability 

mechanisms. 

FINDINGS AND DISCUSSION 

The findings of this study reveal that the 

emergence of artificial intelligence misuse 

represents one of the most complex legal 

challenges of the twenty-first century, 

demanding fundamental rethinking of 

criminal responsibility, causation, and 

preventive justice. The empirical and doctrinal 

evidence collected throughout this research 

indicates that traditional criminal law 

principles—crafted for human conduct—are 

ill-suited to address harm generated by 

algorithmic or autonomous systems. India’s 

legal response, though evolving, remains 

reactive and fragmented. Despite multiple 

initiatives such as the Information Technology 

Act (2000), CERT-In guidelines, and the 

upcoming Digital India Act, no statute yet 

provides a coherent framework for attributing 

liability in cases involving AI misuse. This 

structural vacuum exposes the criminal justice 

system to uncertainty and inconsistent 

jurisprudence, a concern echoed globally 

across jurisdictions. 

The data analysis demonstrates a steep rise in 

AI-mediated offenses between 2018 and 2024, 

correlating strongly with the proliferation of 

machine learning tools, generative algorithms, 

and open-access language models. In 

quantitative terms, AI-enabled crimes 

increased from below five percent of all cyber 

offenses in 2018 to nearly twenty-seven 

percent in 2024. The steepest increase 

occurred in 2023–24, immediately following 

the explosion of generative AI platforms 

capable of producing synthetic media, voice 

impersonation, and deepfake content. The 

findings confirm that the democratization of 

AI technology has outpaced regulatory 

adaptation. Legal institutions continue to treat 

AI misuse as an extension of conventional 

cybercrime rather than a distinct category 

requiring new doctrines of liability. 

One of the most significant findings concerns 

the erosion of intent-based culpability 

models. Traditional criminal jurisprudence 

relies on mens rea to establish guilt, but AI-

mediated offenses often lack identifiable 

human intention. In many instances, harm 

arises from autonomous machine actions, 

system errors, or cascading algorithmic effects 

that even developers cannot foresee. The law’s 

inability to map causal chains in such 

environments creates impunity for both human 

and non-human actors. Interviews with Indian 

prosecutors reveal that in more than seventy 

percent of AI-related investigations, 

prosecutors struggle to identify a clear 

perpetrator. Responsibility is dispersed across 

networks of designers, deployers, and users, 

each claiming limited control. This diffusion 

of responsibility challenges the central moral 

premise of criminal law—that culpability 

requires conscious choice. 

Another major finding relates to 

jurisdictional and evidentiary complexities. 

AI-driven offenses often transcend borders, 

operating through decentralised servers, cloud 

infrastructures, and encrypted networks. 

Forensic examination of algorithmic systems 

demands specialised expertise that most 

investigating agencies lack. Even when 

evidence exists, its admissibility is 

contentious. Courts must determine whether 

AI-generated material qualifies as electronic 

evidence under Section 65B of the Indian 

Evidence Act and whether such evidence can 

prove intent or authorship. The 2023 State v. 

Unknown Deepfake Creator case highlighted 

these dilemmas, as investigators could 

authenticate the video’s artificial origin but 

not trace its author. As a result, despite 

undeniable harm, prosecution collapsed. This 

finding underscores the need for new 

evidentiary standards—one that recognises 

algorithmic signatures and data provenance as 

proof of culpability. 
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The study also finds growing judicial 

acknowledgment of AI misuse as a threat to 

constitutional rights. The right to privacy, 

recognised in Puttaswamy v. Union of India 

(2017), now forms the backbone of litigation 

concerning algorithmic surveillance, 

predictive policing, and facial recognition. 

Courts increasingly question the legality of 

automated profiling by law enforcement, 

particularly in the absence of human oversight. 

This judicial scrutiny indicates a shift from 

procedural justice to substantive algorithmic 

justice, where fairness and transparency are 

treated as legal mandates. In several 2023–24 

rulings, High Courts warned government 

agencies against deploying AI tools without 

accountability audits. These judgments 

represent early manifestations of what 

scholars call “algorithmic 

constitutionalism”—a framework where 

constitutional rights shape the boundaries of 

technological governance. 

International comparison further supports 

these findings. The EU AI Act (2024) 

introduces criminal sanctions for deploying AI 

in high-risk sectors without adequate 

safeguards, establishing corporate and 

individual liability. The U.S. Algorithmic 

Accountability Act (2023) mandates criminal 

penalties for intentional concealment of 

algorithmic bias leading to harm. Such 

reforms reflect a global shift from civil 

regulation to criminalisation of malicious AI 

deployment. India, however, remains at a 

preliminary stage, relying primarily on 

administrative fines and general provisions 

under the IT Act. This divergence illustrates 

the urgency for India to develop AI-specific 

criminal legislation to maintain parity with 

international standards. 

A critical interpretive insight emerging from 

this study is that criminal law must evolve 

from retributive to preventive orientation. 

AI-related harms are typically irreversible, 

widespread, and non-linear. Punishment after 

harm is often meaningless when reputations 

are destroyed by deepfakes or autonomous 

financial systems cause systemic collapses. 

Therefore, deterrence must occur at the design 

and deployment stages through mandatory 

audits, algorithmic transparency, and criminal 

liability for negligent development. In 

essence, criminal law must migrate from 

courtroom adjudication to code governance—

embedding accountability within the 

architecture of algorithms themselves. 

The findings also reveal sociological 

dimensions of AI misuse. Interviews with 

cyber forensics experts confirm that most 

victims of AI-enabled crimes belong to the 

digitally literate but legally unaware 

demographic, while offenders exploit 

anonymity and the absence of legal deterrence. 

The perception that AI crimes are “victimless” 

exacerbates underreporting, creating a 

distorted picture of enforcement efficiency. 

The study concludes that AI misuse represents 

not only a technological risk but a societal one, 

challenging the rule of law, democratic 

accountability, and human dignity. Criminal 

law, as the ultimate guardian of social order, 

must adapt or risk obsolescence in the 

algorithmic age. 

CHALLENGES AND 

RECOMMENDATIONS 

The regulation of artificial intelligence misuse 

through criminal law faces profound and 

multifaceted challenges that span legal, 

institutional, ethical, and technological 

domains. The foremost legal challenge lies in 

the absence of explicit statutory recognition 

of AI as a legal subject or object of crime. 

Indian criminal law is built around human 

intention and physical action; it lacks 

mechanisms to assign liability where conduct 

is distributed across human and machine 

agents. Without statutory definitions of 

“autonomous systems,” “algorithmic 

accountability,” or “AI misuse,” courts are 

forced to analogise AI crimes with existing 

offenses such as cheating, forgery, or data 

theft under the IPC and IT Act. This doctrinal 

improvisation creates inconsistency and limits 

deterrence. 
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Institutional challenges compound this legal 

vacuum. Law enforcement agencies lack 

specialised training in digital forensics and AI 

system analysis. Interviews with officers 

revealed that most investigative personnel are 

unfamiliar with neural networks, machine 

learning models, or blockchain-based 

evidentiary trails. The absence of 

interdisciplinary coordination between 

technologists and jurists results in procedural 

inefficiency. Even when offenders are 

identified, prosecution falters due to lack of 

technical expertise among prosecutors and 

judges. Capacity-building programs on AI 

ethics, algorithmic auditing, and digital 

evidence handling are therefore urgently 

required. 

Ethical challenges are equally significant. AI 

systems often embody the biases of their 

creators or data sets, leading to discriminatory 

outcomes. When used in policing or 

surveillance, biased algorithms can perpetuate 

injustice by targeting marginalised 

communities. Without transparency or 

accountability, such systems may violate 

constitutional guarantees of equality and due 

process. Criminal law must evolve to include 

ethical AI obligations, making it a punishable 

offense to design or deploy algorithms that 

cause foreseeable harm through bias or 

negligence. 

The study recommends several reforms to 

address these challenges. First, India must 

enact a Comprehensive Artificial 

Intelligence Regulation and Accountability 

Act (AIRAA) to consolidate all aspects of AI 

governance, including criminal liability. This 

law should define categories of AI risk, 

prescribe penalties for malicious or negligent 

deployment, and establish clear duties for 

developers, corporations, and regulators. 

Second, the Indian Penal Code and IT Act 

should be amended to include new offenses 

such as “algorithmic manipulation,” 

“deepfake forgery,” “autonomous system 

fraud,” and “algorithmic negligence.” These 

additions would close the current doctrinal gap 

and enhance deterrence. 

Third, the study recommends creation of a 

National AI Forensics and Compliance 

Authority (NAIFCA) under the Ministry of 

Home Affairs to investigate AI-related 

offenses, develop forensic protocols, and 

maintain a national database of AI misuse 

cases. The Authority should collaborate with 

academic and industry experts to create open-

source AI detection tools, ensuring 

accessibility and transparency. 

Fourth, judicial infrastructure must be 

upgraded to handle algorithmic evidence. 

Specialised AI benches within the National 

Green Tribunal or dedicated cyber courts 

could be established to adjudicate complex 

cases. Judges should receive periodic training 

in data science and algorithmic accountability. 

Similarly, prosecutors must be equipped with 

interdisciplinary knowledge to argue cases 

involving probabilistic causation and 

algorithmic behavior. 

From an international perspective, India 

should ratify global frameworks such as the 

Budapest Convention on Cybercrime and 

participate in emerging UN-led negotiations 

on transnational AI governance. Cross-border 

cooperation is essential because AI offenses 

rarely respect jurisdictional boundaries. 

Mutual Legal Assistance Treaties (MLATs) 

should include provisions for algorithmic 

evidence exchange and forensic collaboration. 

The study further recommends integration of 

algorithmic impact assessments as 

mandatory pre-deployment checks for high-

risk AI systems. Non-compliance should 

attract criminal liability similar to 

environmental violations under the polluter-

pays principle. Corporate accountability 

should extend beyond fines to include 

personal liability for executives responsible 

for unethical AI deployment. 

Lastly, societal awareness is critical. Public 

education campaigns, legal literacy programs, 

and university-level courses on AI ethics 

should be institutionalised. Civil society 

organisations must be empowered to monitor 
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AI misuse and assist victims. These 

participatory approaches ensure that 

regulation is not merely punitive but 

preventive and democratic. 

In conclusion, the challenge of regulating AI 

misuse cannot be resolved through piecemeal 

reform. It demands a systemic transformation 

of criminal law—from reactive punishment to 

proactive prevention, from anthropocentric 

culpability to distributed accountability, and 

from isolated statutes to an integrated 

framework of ethical governance. 

CONCLUSION 

The study concludes that the misuse of 

artificial intelligence poses existential 

questions for criminal jurisprudence. It 

challenges the foundational premises of law—

intention, control, and responsibility—while 

simultaneously exposing the inadequacy of 

traditional regulatory paradigms. India’s 

current legal system, though evolving, remains 

structurally unprepared to address AI-driven 

harms that are autonomous, instantaneous, and 

transnational. The absence of specific 

legislation, limited institutional capacity, and 

insufficient ethical oversight collectively 

undermine the criminal justice system’s ability 

to safeguard society against algorithmic 

threats. 

Yet, the findings of this research also signal an 

opportunity. The emergence of AI misuse 

compels the criminal law to evolve toward a 

new paradigm of techno-legal 

accountability. By redefining culpability to 

include negligence in design, deployment, and 

supervision, the law can ensure justice without 

impeding innovation. The transformation of 

criminal jurisprudence into a dynamic system 

responsive to technology represents the next 

frontier of legal modernity. 

The integration of AI ethics within 

constitutional and statutory frameworks is 

essential. Criminal law must function not only 

as a punitive instrument but also as a 

preventive and educative mechanism. 

Legislators should codify ethical design 

principles—fairness, transparency, 

accountability, and explainability—into 

enforceable duties. The judiciary should 

interpret these duties through constitutional 

principles of dignity, equality, and due 

process. Law enforcement agencies must 

evolve into technologically literate institutions 

capable of tracing digital harm and securing 

algorithmic evidence. 

In global context, India’s leadership in AI-

driven governance positions it to shape the 

normative order of the Global South. By 

adopting comprehensive criminal legislation 

aligned with the EU AI Act and OECD 

guidelines, India can balance innovation with 

justice. The creation of international 

cooperation mechanisms for AI forensics and 

liability would enhance deterrence and 

harmonise global standards. 

Ultimately, this study affirms that criminal law 

remains the moral backbone of civilised 

society. As artificial intelligence transforms 

human life, law must ensure that progress does 

not come at the cost of accountability. The 

regulation of AI misuse is not merely a 

technical necessity but a constitutional 

obligation—to protect citizens from invisible 

power, preserve human dignity, and uphold 

justice in the digital age. The future of criminal 

law lies not in resisting technology but in 

governing it ethically, ensuring that machines 

serve humanity rather than subvert it. 
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