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Introduction 

The introduction also highlights the 

international dimensions of the issue. Global 

digital trade is increasingly regulated through 

instruments such as the European Union’s 

General Data Protection Regulation (GDPR), 

the United States’ CLOUD Act, and regional 

frameworks under the Comprehensive and 

Progressive Agreement for Trans-Pacific 

Partnership (CPTPP). These regimes reflect 

divergent philosophies about the balance 
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between privacy, innovation, and sovereignty. 

For India, harmonising domestic law with 

international standards is essential to avoid 

trade disputes and facilitate cross-border data 

transfers with key partners. The ongoing 

negotiations at the World Trade Organization 

on e-commerce, and India’s cautious stance 

therein, reveal the strategic considerations 

underlying its localisation policy: to maintain 

regulatory flexibility while asserting its 

interests as a data-rich nation. 

Historically, India’s approach to data 

governance has evolved in response to 

technological and geopolitical changes. In the 

early 2000s, policy emphasis lay on promoting 

IT exports and outsourcing. Regulatory 

intervention was minimal, and firms operated in 

a relatively liberal cross-border data 

environment. The 2010s witnessed a shift 

toward asserting greater state control, catalysed 

by privacy concerns, cyber threats, and 

nationalist discourses on digital sovereignty. 

Reports by the Srikrishna Committee (2018) 

and NITI Aayog emphasised the need for 

domestic data storage to enable law 

enforcement and protect citizens. The Reserve 

Bank of India’s 2018 directive mandating local 

storage of payment data was a significant 

milestone, symbolising the state’s resolve to 

bring critical data within its jurisdiction. 

Subsequent policies such as the draft National 

E-commerce Policy (2019) and the Non-

Personal Data Governance Framework (2020) 

extended the localisation discourse beyond 

personal data, linking it to economic 

development and innovation policy. 

The legal and economic implications of these 

developments are multifaceted. On one hand, 

localisation enhances the state’s ability to 

regulate and investigate offences, facilitates 

faster access to data during legal proceedings, 

and supports domestic innovation ecosystems. 

On the other hand, it risks creating data silos, 

undermining the efficiency of global 

operations, and exposing India to allegations of 

digital protectionism. Indian firms, particularly 

those engaged in cross-border services, face 

conflicting imperatives: compliance with 

domestic localisation rules and adherence to 

foreign data-protection laws that may restrict 

transfers to jurisdictions deemed inadequate. 

Navigating these conflicting regimes demands 

significant legal acumen and technical 

adaptability. 

The introduction further examines the 

theoretical dimensions of localisation as an 

instrument of regulatory control. Scholars have 

described it as a manifestation of “data 

nationalism,” a strategy through which states 

seek to reclaim sovereignty lost in the 

globalised digital order. Yet, localisation may 

also represent a defensive reaction to 

asymmetries in global governance, where a few 

technologically advanced nations dominate data 

flows and platform economies. From this 

perspective, India’s localisation policy could be 

viewed as an attempt to achieve strategic 

autonomy rather than isolationism. This 

interpretation aligns with the broader 

geopolitical shift towards multipolarity in 

cyberspace, wherein emerging economies seek 

to shape the norms governing data governance. 

In the Indian context, localisation mandates also 

intersect with development policy. The 

government’s Digital India initiative envisions 

the creation of a robust digital infrastructure 

capable of supporting e-governance, fintech, 

health services, and education. Localisation 

contributes to this vision by fostering domestic 

data-centre industries and ensuring that critical 

datasets remain accessible for public policy and 

research. The state’s objective is not merely 

regulatory control but also value creation within 

national borders. However, achieving this 

objective requires balancing economic 

efficiency, privacy, and innovation. Without a 

coherent framework for interoperability and 

cross-border data-sharing, localisation could 

inadvertently stifle the very innovation it seeks 

to promote. 

Another key issue introduced here is the 

interaction between localisation and 

international trade law. The General Agreement 

on Trade in Services (GATS) and various 

bilateral investment treaties impose obligations 
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of market access and non-discrimination. A 

rigid localisation mandate could be challenged 

as a trade barrier if it disproportionately affects 

foreign firms or restricts data-dependent 

services. India must therefore design its 

localisation framework in a manner consistent 

with these obligations while preserving its 

regulatory space. This balance is delicate and 

demands careful legal drafting, impact 

assessment, and institutional capacity. 

Finally, the introduction outlines the structure 

and objectives of the paper. Following this 

section, the literature review surveys academic 

and policy scholarship on data localisation and 

cross-border data governance, identifying key 

debates and gaps in research. The subsequent 

sections articulate the study’s objectives and 

methodological choices, integrating legal 

doctrinal analysis with policy evaluation. 

Together, these parts aim to provide a holistic 

understanding of how data localisation 

mandates shape the legal and operational 

environment for Indian firms. The introduction 

thus positions the research within a rapidly 

evolving global discourse, asserting its 

relevance for scholars, policymakers, and 

business leaders seeking to navigate the 

complex terrain of data governance. 

Literature Review 

The scholarly debate on data localisation and 

cross-border data governance has evolved 

alongside rapid technological and geopolitical 

transformations. The earliest academic 

explorations of data sovereignty can be traced 

to the late 1990s, when scholars began 

recognising information as a strategic national 

asset rather than merely a commodity. In India, 

early literature focused on e-commerce 

regulation under the Information Technology 

Act 2000, examining how electronic records 

and digital signatures could facilitate trade 

without undermining state control. As global 

awareness of data privacy and cybercrime grew, 

attention shifted to the legal dimensions of data 

transfers across borders. Researchers such as 

Berman (2012) and Chander (2013) argued that 

the Internet’s architecture defies traditional 

territoriality, making localisation attempts both 

technically complex and economically costly. 

Nevertheless, by the mid-2010s, the notion of 

“data sovereignty” gained traction as states 

sought to reassert jurisdiction over the digital 

domain. 

Within Indian scholarship, localisation has been 

analysed through multiple lenses: privacy law, 

trade policy, cybersecurity, and economic 

nationalism. Legal scholars such as Srikrishna 

(2018) and Ramanathan (2019) linked 

localisation to the constitutional right to privacy 

affirmed in Puttaswamy v. Union of India 

(2017), contending that domestic data storage 

enhances citizens’ control over personal 

information. Conversely, industry-focused 

studies by NASSCOM (2020) and FICCI 

(2021) highlight that excessive localisation 

could fragment global supply chains and deter 

investment. The literature reveals a persistent 

tension between normative and instrumental 

perspectives: whether localisation should be 

justified as a fundamental right to data 

protection or as an industrial policy tool. 

Comparative studies have been central to this 

discourse. The European Union’s General Data 

Protection Regulation (GDPR) introduced in 

2018 is often treated as a benchmark for 

comprehensive data governance. It permits 

cross-border transfers only to jurisdictions 

ensuring “adequate” protection. Scholars such 

as Greenleaf (2020) and Kuner (2021) observe 

that the GDPR’s adequacy model indirectly 

promotes localisation by encouraging countries 

to emulate EU standards. India’s approach, 

however, departs from the European template 

by embedding localisation clauses within 

sector-specific frameworks. The Reserve Bank 

of India’s directive on payment data (2018) and 

the draft E-commerce Policy (2019) exemplify 

how data-sovereignty objectives merge with 

economic strategy. Academic commentators 

like Abraham (2020) note that such 

hybridisation complicates India’s compliance 

with global trade norms under the General 

Agreement on Trade in Services (GATS). 
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Another stream of literature addresses the 

intersection of localisation and national 

security. The revelations surrounding 

transnational surveillance networks, 

particularly following the Snowden disclosures, 

reinvigorated concerns about foreign 

intelligence access to Indian data. Studies by 

Choudhary (2016) and Singh (2019) argue that 

localisation enhances investigatory powers by 

ensuring that law-enforcement agencies can 

access data without relying on time-consuming 

Mutual Legal Assistance Treaties (MLATs). 

Yet, others like Das (2020) caution that 

domestic retention of data does not 

automatically guarantee security, as 

vulnerabilities within local infrastructure could 

equally expose citizens to breaches. The 

emerging consensus in Indian academic circles 

suggests that security justifications for 

localisation must be complemented by strong 

encryption, auditing, and oversight 

mechanisms. 

Economists and policy analysts contribute a 

parallel body of literature examining the cost–

benefit calculus of localisation. Empirical 

research by the Centre for Internet and Society 

(2020) estimates that mandatory domestic 

storage could raise operating costs for small 

enterprises by 20–60 percent due to server 

investments and compliance audits. At the same 

time, studies from the Data Centre Association 

of India project significant gains in employment 

and infrastructure growth if localisation spurs 

domestic server capacity. Scholars such as 

Sengupta (2021) interpret this duality as 

evidence of a developmental dilemma: while 

localisation may advance national capability, its 

benefits are unevenly distributed across sectors. 

From a doctrinal perspective, the literature 

interrogates the compatibility of localisation 

with constitutional principles and international 

obligations. Commentators on Indian 

constitutional law emphasise that any restriction 

on data transfers must satisfy the 

proportionality test established in Puttaswamy 

(2017)—requiring legality, necessity, and 

proportionality. Papers by Rao (2019) and 

Sharma (2020) contend that blanket localisation 

may fail this test because less restrictive 

alternatives, such as contractual clauses or 

adequacy frameworks, can achieve comparable 

protection. International-law scholars focus on 

the WTO implications. Aaronson (2020) and 

Meltzer (2021) suggest that localisation may 

contravene GATS Articles XVI and XVII by 

limiting market access and discriminating 

against foreign service suppliers. Nonetheless, 

they acknowledge that exceptions under Article 

XIV for privacy and public order provide legal 

space for such measures if narrowly tailored. 

Recent interdisciplinary contributions extend 

beyond law to include technology and ethics. 

Computer-science researchers explore how 

privacy-enhancing technologies—such as 

federated learning and homomorphic 

encryption—could enable cross-border 

processing without physical data transfers. 

Ethicists link localisation to questions of digital 

colonialism, arguing that control over data is 

analogous to control over natural resources in 

earlier eras. Within this paradigm, Indian 

scholars like Arora (2022) portray localisation 

as an act of decolonisation in cyberspace, 

reclaiming informational autonomy from 

Western technology giants. Conversely, liberal 

economists warn that excessive localisation 

could isolate India from the global digital 

economy, mirroring the protectionist trade 

regimes of the twentieth century. 

The literature also underscores institutional 

dynamics. Analyses by Bhattacharya (2021) 

and the Observer Research Foundation (2022) 

examine how India’s fragmented regulatory 

architecture—comprising the Ministry of 

Electronics and Information Technology 

(MeitY), the Reserve Bank of India, the 

Telecom Regulatory Authority, and sectoral 

ministries—creates overlapping jurisdictions. 

Scholars advocate for a unified data-protection 

authority with clear enforcement powers to 

prevent regulatory inconsistency. The newly 

established Data Protection Board under the 

2023 Act is viewed as a step in this direction, 

but commentators caution that its independence 

and resource capacity remain uncertain. 
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In summary, the existing literature converges on 

three propositions. First, localisation is not an 

isolated legal requirement but part of a broader 

struggle to redefine sovereignty and 

accountability in the digital era. Second, its 

economic and constitutional legitimacy 

depends on proportionality and institutional 

design. Third, empirical evidence on its impact 

remains limited, creating scope for further 

research into firm-level adaptation and global-

value-chain effects. These gaps provide the 

foundation for the present study, which 

synthesises doctrinal, economic, and policy 

analyses to assess localisation’s legal 

implications for Indian firms. 

 

Research Objectives 

This section articulates the aims and analytical 

direction of the present research, translating the 

conceptual tensions identified in the preceding 

sections into specific legal and empirical 

inquiries. The overarching objective is to 

examine how India’s data-localisation 

mandates influence the legal environment, 

compliance behaviour, and global 

competitiveness of Indian firms engaged in 

data-driven activities. By dissecting this 

overarching goal into coherent sub-objectives, 

the study seeks to generate insights that are 

academically rigorous and practically relevant 

for policymakers, regulators, and corporate 

actors. 

The first objective is to critically evaluate the 

legal foundations of India’s localisation 

regime. This entails analysing statutory 

instruments such as the Information 

Technology Act 2000, the Information 

Technology (Reasonable Security Practices and 

Procedures and Sensitive Personal Data or 

Information) Rules 2011, the Reserve Bank of 

India’s 2018 directive on payment data, and the 

Digital Personal Data Protection Act 2023. 

Through doctrinal interpretation and case 

analysis, the study will assess whether these 

instruments collectively establish a coherent 

localisation policy or reflect piecemeal 

regulation. It will also consider constitutional 

constraints under Articles 19 and 21 of the 

Constitution of India, applying the 

proportionality test to determine whether 

localisation serves legitimate state aims in a 

minimally intrusive manner. 

The second objective is to explore the economic 

and operational implications of localisation 

for Indian firms. This involves evaluating 

compliance costs, contractual restructuring, and 

risk management associated with domestic 

data-storage requirements. The research will 

compare the experiences of large technology 

companies with those of small and medium 

enterprises, recognising sectoral heterogeneity 

in data dependency. Empirical data from 

industry reports, trade associations, and case 

studies will support this analysis, highlighting 

how localisation affects competitiveness, 

innovation, and participation in global value 

chains. 

The third objective is to examine the 

interaction between localisation and 

international legal commitments. India is a 

signatory to multiple trade and investment 

treaties that guarantee market access and non-

discrimination. The research will analyse 

whether localisation obligations could conflict 

with India’s commitments under the WTO 

General Agreement on Trade in Services, the 

Regional Comprehensive Economic 

Partnership, and bilateral investment treaties. It 

will investigate legal justifications available 

under general-exception clauses and evaluate 

how other jurisdictions reconcile privacy 

protection with trade obligations. 

The fourth objective is to identify the 

institutional and governance challenges in 

implementing localisation. The study will 

scrutinise the mandates and capacities of 

enforcement bodies such as the Data Protection 

Board, the Reserve Bank of India, and MeitY. It 

will assess inter-agency coordination, 

regulatory overlap, and accountability 

mechanisms to determine whether the 

institutional design ensures consistent 

enforcement. The role of judiciary in 
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interpreting localisation norms and resolving 

conflicts between state power and corporate 

autonomy will also be explored. 

The fifth objective is to propose policy 

recommendations for a balanced localisation 

framework. Drawing on comparative 

experiences from the EU, US, Singapore, and 

Australia, the research will suggest legislative 

and regulatory reforms that safeguard national 

interests while maintaining interoperability 

with global data-protection regimes. It will 

argue for a risk-based, context-specific model 

that distinguishes between sensitive and non-

sensitive data, thereby reducing unnecessary 

economic burdens. 

Beyond these specific objectives, the study 

pursues a broader theoretical goal: to contribute 

to the jurisprudence of digital sovereignty by 

situating India’s experience within the global 

South perspective. It aims to illuminate how 

emerging economies can craft localisation 

policies that protect citizens without replicating 

the restrictive tendencies of authoritarian data 

governance. The outcomes are expected to 

enrich scholarly discourse, guide regulators in 

crafting nuanced rules, and assist firms in 

formulating compliant yet flexible data-

management strategies. 

Research Methodology 

The research methodology for this study has 

been designed to comprehensively investigate 

the legal, economic, and institutional 

dimensions of data localisation and its 

implications for Indian firms. Given the 

interdisciplinary nature of the subject, the 

methodology integrates doctrinal legal analysis, 

comparative legal research, and qualitative 

policy evaluation. It operates at the intersection 

of law, economics, and information 

governance, enabling a holistic understanding 

of how data localisation mandates interact with 

constitutional principles, trade obligations, and 

corporate practices. The purpose of this section 

is to articulate the framework, research design, 

sources of data, analytical methods, and 

limitations that collectively shape the inquiry. 

The first methodological foundation of this 

research lies in doctrinal legal analysis, which 

remains the cornerstone of jurisprudential 

inquiry. Doctrinal analysis focuses on 

identifying, interpreting, and systematising 

legal rules, principles, and judicial precedents 

relevant to data governance in India. The study 

analyses statutory instruments including the 

Information Technology Act 2000, the Digital 

Personal Data Protection Act 2023, the Reserve 

Bank of India’s directives, and relevant sectoral 

regulations. It also draws upon constitutional 

jurisprudence, particularly the principles laid 

down in Justice K.S. Puttaswamy v. Union of 

India (2017) concerning the right to privacy and 

proportionality. Through this doctrinal lens, the 

research seeks to map the evolution of India’s 

data-localisation policy, assess its coherence 

with fundamental rights, and determine its 

legitimacy under constitutional and 

international law. 

The second methodological pillar is 

comparative legal research, which enables the 

study to situate India’s localisation trajectory 

within global trends. This approach examines 

the regulatory models of key jurisdictions such 

as the European Union, the United States, 

China, Singapore, and Australia. Each of these 

countries represents a distinctive philosophy 

toward data governance: the EU emphasises 

privacy and adequacy, the US prioritises 

innovation and free flow, China focuses on state 

control and cybersecurity, while Singapore 

adopts a pragmatic, risk-based approach. By 

comparing India’s emerging framework with 

these paradigms, the research identifies 

convergences and divergences that illuminate 

India’s normative choices. The comparative 

method also helps evaluate the feasibility of 

adopting international best practices without 

undermining domestic policy goals. 

In addition to legal analysis, the study 

incorporates qualitative policy evaluation. 

Data localisation is not merely a legal 

phenomenon but also a policy instrument with 

economic and administrative consequences. To 

understand these implications, the research 

analyses reports and policy documents issued 
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by government agencies such as NITI Aayog, 

MeitY, and the Reserve Bank of India, as well 

as submissions by industry associations like 

NASSCOM, FICCI, and ASSOCHAM. These 

sources reveal the motivations, challenges, and 

trade-offs underlying policy decisions. The 

study critically examines the consultation 

processes that informed the drafting of the 

Personal Data Protection Bills and the final 

Digital Personal Data Protection Act 2023. By 

assessing stakeholder perspectives, the 

methodology captures the dynamic interaction 

between regulation, corporate compliance, and 

public interest. 

The research adopts a qualitative and 

interpretive design rather than a quantitative or 

econometric one. The complex and evolving 

nature of data governance precludes reliance on 

purely numerical analysis; instead, qualitative 

interpretation offers the flexibility to integrate 

legal texts, judicial opinions, policy documents, 

and expert commentary. The research involves 

thematic coding of legal materials and policy 

statements to identify recurring concepts such 

as sovereignty, proportionality, interoperability, 

and economic impact. These themes are then 

analysed in relation to the study’s objectives, 

facilitating a coherent narrative that connects 

abstract legal principles with concrete business 

realities. 

The sources of data for this research are 

primarily secondary, consisting of academic 

publications, government reports, judicial 

decisions, and policy briefs. Scholarly articles 

from journals such as the Indian Journal of Law 

and Technology, Computer Law and Security 

Review, and Journal of World Trade provide 

theoretical grounding. Policy papers from think 

tanks like the Observer Research Foundation, 

Centre for Internet and Society, and Brookings 

India offer contemporary analysis. Legal 

databases such as SCC Online and Manupatra 

serve as repositories for statutory texts and case 

law. The use of diverse secondary sources 

ensures triangulation of perspectives and 

enhances the reliability of findings. 

For the analytical framework, the study 

employs an interpretivist approach grounded in 

legal realism. It recognises that legal norms do 

not operate in isolation but within a socio-

political and economic context. Accordingly, 

the analysis connects legal doctrines to practical 

realities faced by Indian firms. The framework 

involves three analytical layers: descriptive, 

evaluative, and prescriptive. The descriptive 

layer maps existing laws and policies; the 

evaluative layer assesses their effectiveness and 

coherence; and the prescriptive layer proposes 

reforms to align national and international 

obligations. This triadic model ensures that the 

study moves beyond mere description toward 

normative analysis and policy relevance. 

To operationalise this framework, the research 

utilises case study analysis as a supplementary 

method. Select sectors such as finance, e-

commerce, healthcare, and information 

technology are examined to illustrate how 

localisation requirements manifest differently 

across industries. For instance, the Reserve 

Bank’s payment-data directive has unique 

compliance implications compared to MeitY’s 

draft rules for cloud services. By analysing 

sector-specific dynamics, the study provides 

granular insight into firm-level adaptation 

strategies. Although these case studies are based 

on secondary data rather than direct fieldwork, 

they capture the diversity of challenges Indian 

firms encounter in implementing localisation 

mandates. 

Another methodological consideration is the 

temporal scope of analysis. The study focuses 

on the period from 2015 to 2025, which 

encompasses the evolution from early policy 

proposals to the enactment of the Digital 

Personal Data Protection Act 2023 and its initial 

implementation phase. This decade marks a 

pivotal transformation in India’s data-

governance regime, characterised by judicial 

recognition of privacy, legislative reform, and 

growing engagement with global digital trade 

debates. By adopting this temporal frame, the 

research situates India’s localisation policy 

within broader shifts in international data 
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regulation, providing a longitudinal perspective 

that highlights continuity and change. 

The normative foundation of the methodology 

is grounded in constitutionalism and 

proportionality. Since data localisation 

implicates fundamental rights and state power, 

the research assesses whether localisation 

measures meet constitutional tests of legality, 

necessity, and balance. This involves 

interpreting judicial doctrines and legislative 

intent to determine whether the state’s pursuit 

of digital sovereignty aligns with individual 

liberty and economic freedom. The study also 

draws on public-law scholarship concerning 

administrative discretion, transparency, and 

accountability, applying these principles to the 

functioning of data-protection institutions. 

Ethical considerations form an integral part of 

the methodology. Although the research relies 

exclusively on publicly available secondary 

sources, ethical diligence is maintained by 

ensuring accurate citation, avoidance of 

plagiarism, and respect for intellectual property. 

The study also acknowledges the ethical 

implications of data governance itself: privacy, 

autonomy, and justice are treated as normative 

benchmarks for evaluating policy choices. The 

research refrains from advocating uncritical 

state control or unfettered corporate freedom, 

instead emphasising balanced regulation that 

upholds human dignity and democratic 

accountability. 

The limitations of this research stem primarily 

from its reliance on secondary data and the 

evolving nature of the subject. As the Digital 

Personal Data Protection Act 2023 is relatively 

new, judicial interpretation and enforcement 

practice remain limited. Consequently, some 

findings are necessarily predictive or 

interpretive rather than empirical. Furthermore, 

access to proprietary corporate compliance data 

restricts detailed economic assessment. 

However, these limitations are mitigated 

through the use of triangulated sources and 

comparative analysis, which collectively 

provide robustness and validity. 

Finally, the research adopts a synthesis-

oriented methodology aimed at generating 

actionable insights. By integrating legal, 

economic, and institutional perspectives, it 

seeks to bridge the gap between abstract legal 

scholarship and practical policy formulation. 

The methodology thus ensures that conclusions 

drawn from doctrinal and comparative analysis 

translate into coherent recommendations for 

law reform, regulatory design, and corporate 

governance. This integrative approach situates 

the study at the frontier of interdisciplinary legal 

research, aligning it with contemporary 

scholarship on digital sovereignty, transnational 

regulation, and information law. 

In summary, the research methodology 

establishes a comprehensive, interdisciplinary, 

and constitutionally anchored framework for 

analysing data localisation in India. It combines 

doctrinal precision with policy sensitivity, 

ensuring that the investigation remains both 

theoretically grounded and empirically relevant. 

By systematically connecting legal provisions, 

institutional arrangements, and corporate 

responses, the methodology equips the study to 

evaluate not only the legality but also the 

practicality of India’s localisation mandates. 

This methodological foundation paves the way 

for the subsequent sections of the paper, which 

will apply this framework to analyse data, 

interpret findings, identify challenges, and 

formulate recommendations for a balanced and 

future-ready data-governance regime in India. 

Data Analysis and Interpretation 

The analytical stage of this research integrates 

doctrinal interpretation, comparative legal 

mapping, and policy evaluation to understand 

how India’s data-localisation framework 

operates in practice and how it affects the legal 

and economic environment of Indian firms. The 

analysis begins by examining the statutory 

instruments and regulatory directives that 

collectively constitute the legal basis for 

localisation. The Information Technology Act 

2000 remains the parent legislation governing 

electronic data, yet it was designed in an era 

when the Internet was primarily a medium for 
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communication rather than a platform for 

massive data analytics. The Act’s provisions on 

data protection are limited to the Information 

Technology Rules 2011, which focus narrowly 

on “sensitive personal data.” Subsequent 

developments—especially the Reserve Bank of 

India directive of 2018 requiring all payment-

system operators to store payment data 

exclusively in India—represent the first 

operational enforcement of localisation in the 

Indian context. This directive compelled global 

companies such as Mastercard, Visa, and 

PayPal to migrate or mirror their data servers 

within Indian territory. The analysis of these 

regulatory moves reveals the state’s incremental 

strategy: sector-specific mandates that 

cumulatively establish a de facto localisation 

regime even before a comprehensive privacy 

statute was enacted. 

The passage of the Digital Personal Data 

Protection Act 2023 marks the consolidation of 

these scattered mandates into a unified legal 

framework. Section 16 of the Act authorises the 

central government to notify countries or 

territories to which personal data may be 

transferred, effectively introducing a whitelist 

approach. Unlike the European adequacy 

system that presumes openness subject to 

compliance, India’s model presumes restriction 

subject to permission. The analytical 

comparison shows that this structural inversion 

grants the executive significant discretion over 

cross-border flows. Interpretation of the statute 

in light of the proportionality principle suggests 

that such discretion must be exercised 

transparently and with legislative oversight to 

avoid arbitrary restrictions on trade and 

expression. 

From an economic-legal standpoint, firm-level 

data reveal the magnitude of adjustment 

required by localisation. Industry surveys 

conducted by NASSCOM (2021) and the Data 

Centre Association of India (2022) indicate that 

establishing in-country data centres costs 

between $100 and $150 million per facility, 

depending on capacity. Large multinational 

firms with diversified portfolios can absorb 

these costs, but small and medium Indian 

enterprises often depend on third-party cloud 

providers located abroad. Mandatory 

localisation therefore pushes them toward 

domestic providers, sometimes at higher cost or 

lower technological sophistication. The analysis 

interprets this as a redistribution of market 

power within the digital ecosystem: localisation 

strengthens domestic infrastructure vendors but 

constrains globally integrated service exporters. 

A review of judicial and administrative 

decisions further clarifies interpretive 

ambiguities. The analysis of the Puttaswamy 

(2017) judgment reveals that the constitutional 

foundation of privacy protection rests on 

informational self-determination rather than 

territorial confinement. The Court emphasised 

individual consent and state accountability, not 

geographical storage. Thus, strict localisation 

mandates without proportional safeguards 

could exceed constitutional necessity. At the 

same time, the jurisprudence recognises that 

state regulation is permissible for legitimate 

aims such as security and public order. The 

analytical reconciliation of these doctrines 

suggests that localisation must be narrowly 

tailored: data may be required to remain within 

India only when demonstrably essential to 

protect vital interests or when equivalent 

protection cannot be ensured abroad. 

The comparative analysis of global regimes 

enriches this interpretation. The European 

Union’s GDPR adopts an adequacy-based 

model; the United States relies on sectoral self-

regulation and contractual clauses; China 

enforces stringent localisation under its 

Cybersecurity Law and Data Security Law; and 

Singapore’s Personal Data Protection Act 2020 

promotes cross-border flows through 

accountability frameworks. India’s approach, 

positioned between China’s sovereignty-centric 

model and the EU’s rights-centric framework, 

reflects hybrid motivations—privacy, security, 

and industrial policy. Interpreting India’s 

localisation within this global taxonomy 

demonstrates that it embodies a strategy of 

“controlled openness,” preserving regulatory 

sovereignty while cautiously engaging with 

international trade. 
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Policy analysis of government white papers and 

parliamentary debates reveals recurring themes 

of trust, enforcement capacity, and economic 

independence. Officials argue that local storage 

ensures faster access for law-enforcement 

agencies, reduces reliance on foreign mutual 

legal-assistance procedures, and enhances 

investigative efficacy. However, interpretation 

of RBI compliance reports suggests that even 

with local storage, access bottlenecks persist 

because investigative authorities often lack 

technical expertise to retrieve and analyse 

encrypted data. The data therefore indicate that 

localisation improves jurisdictional control but 

not necessarily enforcement effectiveness. 

Another dimension of analysis involves the 

geopolitical economy of data. India, as a major 

data-producing nation, seeks to transform its 

vast digital population into an economic 

resource. Localisation is interpreted as a 

mechanism to capture value within national 

borders by compelling global firms to invest in 

domestic infrastructure. Statistical data from the 

Ministry of Electronics and Information 

Technology show a 60 percent increase in data-

centre capacity between 2018 and 2023, 

correlating with localisation policies. Yet, 

interpretation of investment patterns reveals 

concentration in metropolitan hubs such as 

Mumbai, Hyderabad, and Chennai, leaving 

smaller regions underserved. The uneven 

geography of data localisation raises policy 

questions about equitable digital development. 

The analysis also considers cross-border 

implications. International trade data compiled 

by UNCTAD (2022) suggest that services 

exports dependent on cross-border data flows—

IT, finance, design, and analytics—constitute 

more than 40 percent of India’s total services 

exports. Any rigid localisation rule could, 

therefore, affect macroeconomic performance. 

Simulation models by the OECD estimate that a 

25 percent restriction on data transfers could 

reduce global GDP by 0.8 percent, with 

disproportionate impact on data-intensive 

economies like India. Interpreting these 

findings, the study concludes that while 

localisation may create short-term 

infrastructure benefits, excessive restrictions 

could diminish long-term trade 

competitiveness. 

Finally, the interpretive synthesis underscores a 

fundamental paradox: localisation seeks to 

enhance control but simultaneously multiplies 

compliance complexity. For Indian firms, the 

challenge is not only legal but strategic—

balancing sovereignty with scalability. The data 

indicate that firms adopting hybrid compliance 

models—maintaining local copies while using 

cross-border processing under contractual 

safeguards—achieve better operational 

efficiency and regulatory certainty. These 

insights frame the transition to the next section, 

where the broader findings and theoretical 

implications of the analysis are discussed. 

  Findings and Discussion 

The findings of this research emerge from the 

integrated analysis of legal texts, policy 

documents, comparative frameworks, and 

economic data. Collectively, they reveal that 

India’s data-localisation trajectory embodies 

both a constitutional aspiration for privacy 

protection and a developmental ambition for 

digital sovereignty. The discussion that follows 

interprets these findings through legal-

doctrinal, economic, and institutional lenses, 

emphasising their implications for Indian firms 

and for the evolution of data governance in the 

global South. 

The first major finding is that India’s 

localisation policy is fragmented but 

converging. Initially driven by sector-specific 

regulators, it now converges toward a unified 

architecture under the Digital Personal Data 

Protection Act 2023. This convergence 

demonstrates policy learning and institutional 

maturation. However, fragmentation persists in 

enforcement: the Data Protection Board, the 

Reserve Bank of India, and sectoral ministries 

continue to exercise overlapping jurisdiction. 

The discussion interprets this as a transitional 

phase where regulatory pluralism reflects both 

experimentation and lack of coordination. A 

coherent national policy would require a clear 
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hierarchy of authority and mechanisms for 

inter-agency cooperation. 

The second finding concerns constitutional 

proportionality. Localisation can be 

constitutionally legitimate only if it satisfies the 

test of necessity and proportionality derived 

from Puttaswamy (2017). The analysis shows 

that while localisation advances legitimate 

aims—privacy, security, and enforcement—it 

often exceeds necessity by imposing blanket 

obligations. Judicial review, therefore, becomes 

essential to ensure that executive discretion 

under Section 16 of the 2023 Act is not 

exercised arbitrarily. The discussion posits that 

proportional localisation—limited to critical 

sectors or sensitive categories of data—would 

better align with constitutional values. 

The third finding relates to economic 

redistribution and market structure. 

Localisation shifts economic benefits toward 

domestic infrastructure providers while 

increasing operational costs for data-driven 

exporters. This redistribution is not inherently 

negative if accompanied by industrial-policy 

support such as tax incentives and public 

investment in cloud infrastructure. The 

discussion suggests that the state should treat 

localisation not as a trade barrier but as an 

industrial-policy instrument to strengthen 

domestic capacity, provided that compliance 

burdens are proportionate and transparent. 

The fourth finding addresses international 

trade implications. India’s localisation 

mandates, though defensible under privacy and 

security exceptions, may invite scrutiny under 

WTO and bilateral-investment-treaty regimes. 

Comparative experience shows that disputes 

over digital trade are increasingly framed as 

non-tariff barriers. To pre-empt conflict, India 

must articulate clear justifications grounded in 

public policy necessity and ensure procedural 

fairness in licensing cross-border transfers. The 

discussion argues that proactive engagement in 

global digital-trade negotiations can convert 

localisation from a defensive measure into a 

platform for normative leadership by the global 

South. 

The fifth finding highlights institutional 

capacity and enforcement. Merely localising 

data does not guarantee effective oversight. 

Interviews and policy evaluations cited in 

secondary sources reveal persistent deficits in 

technical expertise, cybersecurity 

infrastructure, and inter-agency coordination. 

The discussion recommends capacity-building 

initiatives for regulators and law-enforcement 

agencies, including specialised training in 

digital forensics and cross-jurisdictional 

cooperation. Effective enforcement requires not 

just legal authority but technological 

competence. 

Another key discussion point concerns 

corporate governance and compliance 

culture. Firms compelled to localise data are 

reorganising internal governance structures to 

include data-protection officers, compliance 

committees, and audit mechanisms. This 

professionalisation of data governance 

enhances accountability but also creates 

resource asymmetries between large 

corporations and small enterprises. The 

discussion interprets this as an opportunity for 

the emergence of new compliance industries—

law firms, cybersecurity consultancies, and 

certification bodies—that can support smaller 

firms in meeting regulatory requirements. 

The findings also expose a normative 

ambiguity in the rationale for localisation. 

While officially justified on privacy and 

security grounds, policy documents frequently 

invoke economic arguments about value 

creation and competition with global 

technology giants. This dual justification risks 

diluting coherence: privacy-based localisation 

should be narrowly tailored to protect personal 

rights, whereas economic localisation may 

require broader industrial-policy frameworks. 

The discussion suggests separating these 

rationales conceptually and institutionally to 

avoid policy confusion. 

A further insight concerns regional inequality 

in digital infrastructure. Data-centre 

investment has been concentrated in 

metropolitan clusters, leading to digital 
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centralisation. To democratise the benefits of 

localisation, the government must encourage 

regional data parks and renewable-energy-

driven server farms in smaller cities. Such 

decentralisation aligns with both sustainability 

and inclusive-growth objectives. 

Finally, the overarching discussion synthesises 

the findings into a theoretical proposition: 

India’s data-localisation regime exemplifies the 

emergence of “regulated digital sovereignty.” 

Unlike authoritarian control or laissez-faire 

openness, regulated sovereignty seeks to 

balance autonomy with accountability. The 

Indian experience demonstrates that legal 

systems in the global South can innovate hybrid 

models that reconcile constitutional rights with 

developmental priorities. However, success 

depends on continuous calibration through 

judicial review, stakeholder consultation, and 

adaptive regulation. 

Challenges and Recommendations 

The implementation of data localisation 

mandates in India has brought to the forefront a 

series of legal, regulatory, technological, and 

economic challenges that shape the contours of 

digital governance. While the underlying 

objectives of privacy protection, national 

security, and economic development remain 

legitimate, the operational realities have 

revealed substantial friction between policy 

ambition and institutional capacity. This section 

critically examines these challenges and offers 

a set of comprehensive recommendations that 

aim to strike a balance between national 

sovereignty and global economic integration. 

One of the most significant challenges lies in the 

ambiguity of legal definitions and regulatory 

overlap. India’s current data governance 

regime comprises multiple authorities and 

statutes—the Ministry of Electronics and 

Information Technology (MeitY), the Reserve 

Bank of India (RBI), the Telecom Regulatory 

Authority of India (TRAI), and the newly 

constituted Data Protection Board under the 

Digital Personal Data Protection Act 2023. 

Each body exercises jurisdiction over specific 

sectors, yet their mandates often intersect. For 

instance, payment data falls under both RBI’s 

2018 directive and the privacy provisions of the 

2023 Act. The absence of clear demarcation 

between sectoral and general regulators results 

in compliance uncertainty for firms. Ambiguity 

in defining what constitutes “critical data,” 

“sensitive data,” and “non-personal data” 

further complicates enforcement. The 

recommendation emerging from this challenge 

is to develop a unified regulatory framework 

that clearly delineates responsibilities, 

establishes standard definitions, and provides a 

one-stop compliance interface for businesses. 

A second challenge involves technological 

capacity and infrastructure gaps. While 

localisation mandates aim to strengthen 

domestic data storage, India’s data-centre 

infrastructure remains unevenly distributed. 

Most facilities are concentrated in metropolitan 

regions such as Mumbai, Chennai, and 

Hyderabad, leaving northern and northeastern 

regions underserved. The energy-intensive 

nature of data centres also raises sustainability 

concerns, as most depend on non-renewable 

power sources. Without sufficient green 

infrastructure, localisation could aggravate 

environmental pressures. The government 

should therefore prioritise the development of 

regional data parks powered by renewable 

energy and supported by high-speed network 

connectivity. Incentive schemes such as tax 

rebates, land grants, and public-private 

partnerships could attract investment to less-

developed regions, ensuring balanced digital 

growth. 

The third major challenge concerns economic 

costs and competitive disadvantage. For 

multinational corporations and domestic start-

ups alike, establishing local storage 

infrastructure significantly increases 

operational expenditure. Smaller firms, 

particularly in the fintech and e-commerce 

sectors, face disproportionate burdens 

compared to large technology conglomerates. 

Excessive compliance costs may reduce 

innovation and deter market entry, ultimately 

undermining the digital economy’s growth 
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potential. Policymakers must thus adopt a 

differentiated approach that tailors localisation 

obligations according to sectoral sensitivity. 

Low-risk data categories should be subject to 

lighter obligations, while critical sectors such as 

defence, health, and finance may warrant 

stricter requirements. Additionally, the 

government could establish a subsidy or 

incentive programme to offset infrastructure 

costs for small and medium enterprises adapting 

to localisation mandates. 

The fourth challenge is international 

interoperability and trade compliance. 

India’s localisation regime intersects with its 

commitments under global trade agreements, 

including the World Trade Organization’s 

General Agreement on Trade in Services 

(GATS) and bilateral investment treaties. 

Mandatory domestic storage of data may be 

interpreted by trading partners as a restriction 

on market access or as discriminatory treatment 

against foreign firms. The risk of trade disputes 

increases when localisation rules lack 

transparent criteria or procedural safeguards. To 

mitigate this, India should negotiate digital 

trade provisions within free trade agreements 

that explicitly recognise the legitimacy of 

privacy- and security-based exceptions. 

Simultaneously, India can pursue adequacy 

partnerships with trusted jurisdictions, allowing 

reciprocal data transfers while maintaining 

domestic oversight. Such measures would 

integrate India into the global data economy 

without compromising regulatory autonomy. 

Another critical challenge lies in law 

enforcement and institutional capacity. 

Localisation was partly justified on grounds of 

improving data access for law-enforcement 

agencies. However, the mere physical presence 

of data within India does not automatically 

translate into better enforcement. Many 

agencies continue to face technical barriers such 

as encryption, lack of forensic expertise, and 

coordination delays between central and state 

authorities. To ensure that localisation achieves 

its intended purpose, the government should 

invest in capacity-building programmes for law 

enforcement and judicial officers. This includes 

training in digital forensics, data analytics, and 

international cooperation mechanisms. 

Establishing dedicated cyber investigation units 

with cross-jurisdictional authority could further 

streamline enforcement. 

The sixth challenge is balancing privacy with 

surveillance. Critics argue that localisation 

could facilitate greater state surveillance by 

centralising data within domestic reach, thereby 

eroding individual privacy instead of protecting 

it. The challenge, therefore, is to ensure that 

data retained in India is not misused by 

governmental or private actors. Robust 

procedural safeguards, judicial oversight of data 

access, and mandatory transparency reports are 

essential to prevent abuse. Independent audit 

mechanisms under the Data Protection Board 

could monitor compliance by both state 

agencies and private firms. Transparency 

measures should include annual public 

disclosures detailing the number and nature of 

government data-access requests. 

A further challenge concerns technological 

innovation and cross-border collaboration. 

Modern digital industries—artificial 

intelligence, cloud computing, and 

blockchain—depend on global datasets to 

improve algorithms and ensure interoperability. 

Restricting data flows may isolate Indian 

researchers and firms from international 

collaborations, limiting their ability to 

participate in global value chains. To address 

this, the government should promote 

frameworks for secure data sharing through 

privacy-enhancing technologies such as 

federated learning, encryption, and 

anonymisation. These tools allow data analysis 

without transferring raw datasets, reconciling 

privacy with innovation. Establishing “data-

sandbox” environments for regulated cross-

border experimentation could also foster 

responsible innovation. 

The policy challenge of public awareness and 

compliance culture cannot be overlooked. 

Data protection remains a relatively new 

concept for many Indian businesses and 

consumers. Without widespread awareness, 
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compliance risks being superficial or reactive. 

The state, in partnership with industry 

associations, should conduct targeted outreach 

and training programmes to educate firms about 

data rights, obligations, and best practices. 

Integrating data governance modules into legal 

and business curricula can cultivate a culture of 

accountability among future professionals. 

Finally, the overarching challenge is the need 

for adaptive regulation. Technology evolves 

faster than law, rendering static rules obsolete. 

A successful localisation framework must 

therefore be dynamic, incorporating periodic 

review mechanisms. Regulatory sandboxes, 

stakeholder consultations, and public comment 

periods should be institutionalised to ensure that 

rules remain responsive to technological 

advances and market realities. 

From these challenges arise a set of actionable 

recommendations. First, India should 

consolidate its data governance under a 

National Data Protection Authority with 

sectoral coordination mechanisms. Second, it 

should develop risk-based localisation tiers, 

distinguishing between critical and non-critical 

data. Third, the government should establish 

adequacy partnerships with key trading 

partners to facilitate trusted data flows. Fourth, 

capacity-building for law enforcement and 

regulators must be institutionalised through 

specialised training academies. Fifth, 

transparency and judicial oversight should be 

strengthened to prevent surveillance misuse. 

Sixth, incentives for sustainable and regional 

data-centre development should be introduced 

to promote inclusive digital growth. Lastly, 

periodic policy evaluation should be mandated 

by statute to ensure continuous adaptation to the 

evolving digital landscape. 

These recommendations, grounded in the 

analysis of legal and empirical challenges, 

provide a roadmap toward a balanced 

localisation regime that safeguards sovereignty 

without sacrificing innovation or trade. By 

embedding these reforms within constitutional 

and international frameworks, India can 

position itself as a model for digital governance 

in the global South, demonstrating how 

emerging economies can craft pragmatic, 

rights-respecting, and forward-looking data 

policies. 

Conclusion 

The evolving discourse on data localisation and 

cross-border data flows represents one of the 

most defining challenges of twenty-first-

century law and governance. In India, the 

debate reflects deeper struggles over 

sovereignty, privacy, security, and economic 

modernisation. This study set out to examine the 

legal implications of localisation mandates for 

Indian firms, and the findings reveal that the 

issue is far more complex than a binary choice 

between open and closed data regimes. 

Localisation, in practice, constitutes a dynamic 

negotiation among constitutional rights, 

administrative capacity, international 

obligations, and market forces. The conclusion 

therefore synthesises the insights gained from 

doctrinal, comparative, and empirical analysis 

to outline the trajectory, implications, and 

future possibilities of India’s localisation 

framework. 

At the most fundamental level, the research 

demonstrates that localisation in India has 

evolved through an incremental and multi-

layered process. The early regulatory 

environment created by the Information 

Technology Act 2000 and its subsequent rules 

provided only rudimentary protection for 

personal data. Over the following decade, 

sectoral regulators such as the Reserve Bank of 

India, the Telecom Regulatory Authority, and 

MeitY began asserting domain-specific control, 

thereby fragmenting the legal landscape. The 

culmination of this evolution was the enactment 

of the Digital Personal Data Protection Act 

2023, which finally brought coherence by 

establishing a general framework for data 

protection and cross-border transfer. Yet, even 

as the law unified the regime, it retained broad 

executive discretion, allowing the government 

to determine which jurisdictions would qualify 

for outbound transfers. The constitutional 

principle of proportionality therefore becomes 
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the critical safeguard ensuring that this 

discretion remains consistent with the right to 

privacy and the freedom to conduct business. 

The research also confirms that localisation, 

while intended to enhance privacy and national 

security, carries significant economic 

consequences. The compliance costs of 

establishing domestic data centres and 

maintaining parallel storage infrastructures 

disproportionately affect small and medium 

enterprises, potentially constraining innovation 

and competitiveness. The Indian experience 

illustrates how well-intentioned regulation can 

generate distributional inequities unless 

accompanied by supportive industrial policy. A 

calibrated localisation strategy—distinguishing 

between sensitive and non-sensitive data, and 

providing fiscal incentives for infrastructure 

investment—emerges as the most viable 

approach. 

From a constitutional perspective, localisation 

underscores the continuing evolution of India’s 

digital rights jurisprudence. The Puttaswamy 

judgment established privacy as intrinsic to 

dignity and autonomy, but it also acknowledged 

that the right is subject to reasonable 

restrictions. Localisation can therefore be 

justified only when it demonstrably serves 

legitimate state aims through proportionate 

means. This study’s doctrinal analysis suggests 

that any blanket or indeterminate restriction on 

data transfers would risk violating Articles 19 

and 21. The future of localisation in India must 

therefore be guided by transparent criteria, 

legislative oversight, and periodic judicial 

review to ensure fidelity to constitutional 

principles. 

Internationally, the study situates India’s 

localisation policy within a shifting global order 

marked by competing models of digital 

governance. The European Union’s rights-

based framework, the United States’ market-

driven approach, China’s state-centric control, 

and Singapore’s pragmatic balance each offer 

contrasting templates. India’s hybrid model—

combining elements of sovereignty, rights, and 

development—reflects its aspiration to chart a 

distinct path for the global South. Yet, with this 

aspiration comes responsibility: as a major 

digital economy, India’s policies influence 

global debates on data sovereignty and trade. 

The research concludes that India should 

embrace a leadership role in articulating 

principles of “regulated openness,” advocating 

international norms that respect privacy and 

security without erecting unnecessary barriers 

to innovation and commerce. 

The analysis further reveals that localisation 

alone cannot guarantee effective enforcement or 

cybersecurity. Law-enforcement agencies 

continue to face resource constraints, while 

judicial and administrative institutions require 

continuous capacity building. The state must 

therefore complement localisation with 

investment in human capital, digital-forensic 

infrastructure, and inter-agency coordination. 

Institutional capacity, not merely territorial 

control, determines the success of data 

governance. 

Another major conclusion concerns the 

paradoxical relationship between localisation 

and surveillance. Centralising data within 

national borders enhances jurisdictional control 

but also increases the risk of governmental 

overreach. Protecting citizens from both foreign 

and domestic intrusions demands transparent 

oversight mechanisms. Independent auditing of 

state data-access requests and mandatory 

publication of transparency reports would 

reconcile localisation with democratic 

accountability. 

The study also highlights the broader 

developmental dimension of localisation. By 

compelling investment in domestic data centres, 

localisation can stimulate employment, 

technological innovation, and regional growth. 

However, this potential will materialise only if 

the state pursues inclusive infrastructure 

policies that extend beyond metropolitan 

clusters. Equitable digital development requires 

deliberate strategies for establishing data parks 

in tier-two and tier-three cities, integrating 

renewable energy and skill-development 

initiatives. 
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At the theoretical level, the research contributes 

to the emerging jurisprudence of digital 

sovereignty. It conceptualises sovereignty not 

as isolation but as the capacity to regulate 

responsibly within interdependence. India’s 

localisation framework, despite its 

imperfections, represents an experiment in 

achieving this balance. The challenge ahead lies 

in institutionalising mechanisms of 

accountability, transparency, and adaptability 

so that localisation evolves with technological 

change rather than ossifying into protectionism. 

Finally, the conclusion affirms that India stands 

at a critical juncture. Its choices in the coming 

decade will determine whether localisation 

becomes a catalyst for innovation and trust or a 

constraint on openness and growth. The study 

recommends a future-oriented policy 

architecture anchored in proportionality, 

interoperability, and capacity building. If 

implemented with constitutional sensitivity and 

global engagement, India’s localisation regime 

can serve as a model for democratic digital 

governance worldwide. In essence, the 

localisation debate is not merely about where 

data reside but about how law mediates the 

relationship between technology, power, and 

human rights. The enduring task for lawmakers, 

regulators, and firms is to ensure that this 

mediation remains faithful to the constitutional 

promise of liberty and justice in the digital age. 
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